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Certificate Error

1. Internet Explorer 6: Security Alert

Ukoliko koristite Internet Explorer 6 kao preglednik internet stranica, kod
pokuSaja ulaska u VSS pretinac dobiti ¢ete sljedeéu gresku:

Security Alert @

r’fo “Y'ou are about ko view pages over a secure connection,

)
Any information you exchange with this site cannot be
wiewed by anpone elze on the 'Wweb.

[ aK H More Infa ]

Za nastavak potrebno je odabrati opciju ,,In the future, do not show this warning” te

kliknuti na gumb ,,OK“. Nakon toga pojaviti ¢e se sljedece upozorenje:

Security Alert @

@

Information you exchange waith this zite cannot be viewed or
changed by others. Howewer, there is a problern with the site's
zecuity certificate.

& The securnity certificate wasz izsued by a company you have
naot chozen to trust. Yiew the certificate to determine whether
you vaant to trust the cetifying autharity,

o The security certificate date iz valid.

The name on the security certificate iz invalid or does not
match the name of the gite

Do you want bo proceed?

Yes ] | Ha | [Eiew Certificate

Odaberete gumb ,Yes“ i otvoriti ¢e se VSS Pretinac, a ova upozorenja se visSe nece

pojavljivati.
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2. Internet Explorer 7 i 8: Certificate Error

Ukoliko koristite Internet Explorer 7 kao preglednik internet stranica, kod
pokuSaja ulaska u VSS pretinac dobiti ¢ete sljedeéu gresku:

/2 Certificate Error: Navigation Blocked - Windows Internet Explorer =lElx]
@\’j ~ [i] https:fjumm.vss.horetinac main.ph Elll##]| % e search Ll
Fle Edt Vew Favoites Tools Help ) -
S8 @i @ Cortificabe Ervor: Havigation Blocked | | T B s b Pegs - Tk < 7
=]

'@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate
authority.
The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you
send to the server.

We recommend that you close this webpage and do not continue to this website.
& Click here to close this webpage.
) Continue to this website (not recommended).

@ More information

Za nastavak rada potrebno je odabrati opciju ,,Continue to this website (not
recommended).*

‘ ® Continue to this website (not recommended). ‘

Nakon toga otvoriti ¢e vam se VSS pretinac, te ¢e Internet Explorer 7 kraj polja u kojem

je upisana adresa ispistai crveni pravokutni sa greSkom ,,Certificate Error* kako to
prikazuje sljedeca slika:

{2: ¥55 pretinac : - Windows Internet Explorer =]
@\‘? ~ [i&] https:fjimms.vss. hefpretinac/man.ghp =] certiicate Error || 4| % | [iive search £l
File Edit “iew Favorites Tools Help o -
S8 g g vss pretinac | | - B - deb - |2kpage ~ (GfTook »

Ovo vas ne mora zabrinjavati.
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3. Mozilla Firefox: Website Certified by an Unknown
Autorithy

Ukoliko koristite Mozillu Firefox kao preglednik internet stranica, kod pokuSaja
ulaska u VSS pretinac dobiti ¢ete sljedec¢u gresku:

Website Certified by an Unknown Authority x|

Unable to verify the identity of orion.vss hr as a trusted site.

'L Possible reasons For this error:
- Your browser does not recognize the Certificate Autharity that issued the site's certificate.
- The site's certificate is incomplete dug to a server misconfiguration.
- You are connecked to a site pretending ta be arion.vss.hr, possibly ko obtain your
confidential infarmation.

Please notify the site's webmaster about: this problem.

Before accepting this certificate, vou should examine this site's certificate carefully, Are vou
willing ta ko accept this certificate For the purpose of identifying the Web site orion, vss.hr?

Examine Certificate. ., |

|t’=‘ i Accept this certificate permanenthy:

" Accept this certificate temporarily for this session

" Da nat accept this certificate and da not connect ko this Weh site

caet_|

Za nastavak rada potrebno je odabrati opciju ,,Accept this certificate permanently” te
kliknuti na gumb ,,OK“. Nakon toga pojaviti ¢e se joS jedno upozorenje kako je prikazano
na sljedecoj slici:

Security Error: Domain Name Mismatéifi ll

“fou hawe attemphed ko establish a connection with "wa, vss, br",
However, the security certificate presented belongs to
“orion.wss.hr", It is possible, though unlikely, that someane may be
trving to intercept wour communication with this web site,

If you suspect the certificate shown does not belong ta
"w, vss hr", please cancel the connection and natify the site
administrator,

Wiew Certificate | [6]4 | Cancel

Ovdje odaberete ,,OK" i tada ¢e vam se otvoriti VSS Pretinac.
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3.1. Mozilla Firefox: This Connection is Untrusted

Novije verzije Mozilla Firefox internet preglednika prilikom ulaska u VSS pretinac
ili Webmail mogu prikazati sljedecu gresku:

Za nastavak rada potrebn o je kliknuti na link ,,I Understand the

»-Razumijem rizik“:

Nakon toga odaberete gumb ,,Add Exception..* koji ¢e otvoriti novi prozor:

- A' Vou have asked Firefouc b cannect securely o ldap.vss.ir, butwe can't canfirm thatyour connection is
secure,

Hormally, when you try ta connect securely, sites will present trusted identification o prove that you
are going to the right place, However, this site's identity can't be verified.

What shouldIDe?

1 yau usually connect ta this site without prablems, this errar cauld mean that someane is trying ta
impersonate the site, and you shouldn't continue.

Get me out of herel
Technical Details

I Understand the Risks

§ s This Connection is Untrusted

You have asked Firefox to connect securely ta Idap.vssir, butwe can't confirm that-yaur connection is
secure,

Mormally, when you try to connect securely, sites will present trusted identification to prove that you
are going to the right place. However, this site's identity can't be verified

‘What Should 1Do?

TFyou usually connectto this site without problems, this error could mean that someane is trying to
impersonate the site, and you shouldn't cantinue.

Get me out of herel

Technical Details

1Understand the Risks

T you understand what's gaing on, you can tell Firefox o start trusting this site's identification. Even if
you trust the site, this error could mean that someone is tampering with your connection.

Don't add an exception unless you know there's a good reasan why this site doesn't use trusted
identification,

Add Exception...

Add Security Exception @

Wou are ahout to override how Firefox identifies this site,

=Y Legitimate banks, stores, and other public sites will not ask you to do this.

Server

Location: 1.

Certificate Status
This site attempts to identify itself with invalid information,

Wrong Site

Certificate belongs to a different site, which could indicate an identity theft
Unknown Identity

Certificate is not trusted, because it hasn't been verified by a recognised authority,

[¥] Permanently store this exception

2. | Confirm Security Exception I Cancel |

Risk“ ili na hrvatskom

Potrebno je kliknuti prvo gumb ,,Get Certificate”, a nakon toga gumb ,,Confirm Security

Exception“ te ¢e te nakon toga moci pristupiti VSS Pretinc ili Webmailu.

lvan Bozajic¢

5/9



(l) infoeduk@ Certificate Error
4. Opera 9: Certificate signer not found

Ukoliko koristite Operu kao preglednik internet stranica, kod pokuSaja ulaska u
VSS pretinac dobiti ¢ete sljedecu gresku:

:Certificate signer not found

The server's certificake chain is incomplete, and the signeris) are not
registered. Accept?

- The server's name "www vss hr' does not match the certificate’s =
narme “arian.vss.hr", Somebady may be trying to eavesdrop on

wou,

- The certificate For “orion,vss.hr" is signed by the unknown
Certificate Authority "orion.wss.hr C&", It is not possible to verify
that this is a valid certificate B

Potrebno je kliknuti na gumb ,,Accept” i otvorit ¢e vam se VSS Pretinac.
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4.1 Opera 10: Security Issue

Internet preglednik Opera u verziji 10 kada pokuSate pristupiti VSS Pretincu ili
Webmailu javiti ¢e sljedec¢u gresku:

Security [ssue

Wfarning Securit}fl Details

The server's certificate chain is incomplete, and the signer(s) are
not registered, Sccept?

SEPfEr NAMME:

Approe l [ Reject ] [ Help

Za nastavak rada dovoljno je odabrati gumb ,,Approve“.

| [ —

I’ Spproe Reject ] [ Help
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5. Safari

Ukoliko koristite Safari kao preglednik internet stranica, kod pokuSaja ulaska u
VSS pretinac dobiti ¢ete sljedecu gresku:

Safari can’t verify the identity of the website

‘2 '. “www.vss.hr”.
=
The certificate for this website was signed by an unknown

certifying authority. You might be connecting to a website
that is pretending to be “www.vss.hr™ which could put your
confidential information at risk. Would you like to connect to
the website anyway?

I', V‘I £ i 4
Cancel ) Continue

Potrebno je za nastavak odabrati opciju ,,Continue” i otvorit ¢e se VSS Pretinac.

5.1. Safari 5

U verziji 5 Internet preglednik Safari prikazati ¢e vam sljede¢u gresSku:

=5

Safari cantwernfy the identity of the website “Idapawss.hr®,

= - The certificate for this website is inwalid, You might be connecting to
@ 3 website that is pretending to be “Idapawss hr”, which could put your
[ - confidential information at risk, Would you like to connect to the
weebisite armyway?

I Continue ] [ Cancel I [ Showr Certificate

Za nastavak dovoljno je odabrati gumb ,,Continue“.
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6. Google Chrome

Google Chrome ce prilikom posjeta stranicama koje imaju uklju¢enu sigurnost kao
VSS Pretinac ili Webmail prikazati sljedec¢u pogresku:

[7) 33L pogreska

« C N X hsrs/fwwewvsshriwebmail

Ne vjeruje se sigurnosnoj potvrdi web lokacije!

Fokuali ste pristupiti domeni wwaw.vss.hr, ali posluzitel je prikazao potwdu koju je izdao subjekt kojem ne veruje operatimi sustay Yageq racunala. To moie
znaditi da je posluZitelj stvario viastite sigurmaosne visrodajnice U koje se Google Chrome ne moZe pouzdati u svezi podataka o identitetu ili napadad moZda
pokusava presresti Vase komunikacije. Ne biste trebali nastaviti, posebno ako nikad prije niste vidjeli takvo upozarenje za tu lokaciju

[ Svejedno nastavi | [ Matrag u sigurmast |

b Objagnjenje

Da bi se stranica otvorila potrebno je kliknuti na gumb ,,Svejedno nastavi“:

Pokuszali ste pristupiti domeni www.vss.hr, ali posluZitel] je prikazao poterdu koju je izdao subjekt kojem ne vjeruje operativni sustav Vaseg racunala. To moze
znaciti da je posluitel] stvorio vlastite sigumosne vjerodajnice u koje se Google Chrome ne moZe pouzdati u svezi podataka o identitetu ili napadag mozda
pokugava presresti Vage komunikacije. Ne biste trebali nastaviti, posebno ako nikad prije niste vidjeli takvo upozorenje za tu lokaciju

l Swvejedno nastavi ] INalrag u sigurnost

H
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